APPLICATION-SPECIFIC INFORMATION-PROCESSING METHOD, SYSTEM, AND APPARATUS 

Oscar R. Mitchell et al. 
501143.000019 




PIPELINED ENGINE 



SHARED MEMORY AND 
QUEUES 



PIPELINED ENGINE 




FIG. 1 



SSL CONNECTION 
MANAGER 



APPLICATION 
MESSAGE 
PARSER 



RESULTS 
PROCESSOR 



SSL CRYPTO BLOCK 



FIG. 4 



APPLICATION-SPECIFIC INFORMATION-PROCESSING METHOD, SYSTEM, AND APPARATUS 

Oscar R. Mitchell et al. 
501143.000019 



CLIENT 



FRAGMENTATION 
HANDLER 



PACKET 
FILTER 



PACKET 
SEQUENCER 



EVALUATOR 



APPLICATION 
MESSAGE 
PARSER 



OUTBOUND 
ACK HANDLER 



SESSION 
MANAGER 



APPLICATION 
BLOCK 



RESULTS 
PROCESSOR 



l ' 



I 



I SERVER (<- 

! j 



INBOUND 
ACK HANDLER 



FIG. 2 



APPLICATION-SPECIFIC INFORMATION-PROCESSING METHOD, SYSTEM, AND APPARATUS 

Oscar R. Mitchell et al. 
501143.000019 



SERVER 
! 



PACKET 
SEQUENCER 



CLIENT 



PACKET 
FILTER 



EVALUATOR 



SESSION 
MANAGER 



SSL CRYPTO 
BLOCK 



RESULTS 
PROCESSOR 



ACK HANDLER 



FIG. 3 



APPLICATION-SPECIFIC INFORMATION-PROCESSING METHOD, SYSTEM, AND APPARATUS 

Oscar R. Mitchell et al. 
501143.000019 



TCP 
PACKETS 



APPLICATION 
MESSAGES 



aaaaaa 



aabbbc 



ccccdd 






FIG. 5 



(A) 



Z1 



Packet 
Preprocessor 



Z2 



Z3 



1 



Packet 
Preprocessor 



1 



Packet 
Preprocessor 



Z4 



1 



Packet 
Preprocessor 



1 



(B) 



ASD 



ASD 



ASD 



ASD 



ASD 



ASD 



ASD 



ASD 



ASD 



r T T 1 



(C) 





r 




r 


I 




Load 
Balancer 




Load 
Balancer 




Load 
Balancer 





Load 
Balancer 



FIG. 6 



APPLICATION-SPECIFIC INFORMATION-PROCESSING METHOD, SYSTEM, AND APPARATUS 

Oscar R. Mitchell et al. 
501143.000019 



Outer IP 


IPSec 


Inner IP 


TCP 


Data 


Header 


Header 


Header 


Header 



FIG. 7 (Prior Art) 
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